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Figure 6. Nodes clustered by word similarity.

Results

Word clouds visualize higher frequencies with proportionally larger font sizes. A
first look at the results of the term frequency analysis was the corpus word cloud (Figure
8), which provides a summation of term frequency throughout the three media types.
Overall, the acronym “CISPA” remains dominant. The words represented by the
acronym, (cyber, intelligence, sharing, protection, and act) influence the frequency of the
terms occurring outside the legislation’s name. “Bills” and “governments,” though large,
are expected to be based on the theme of the corpus.

“Privacy,” “security,” and “cybersecurity” stand out against the other words in the
cloud. The words hold strong connotations in respect to the Cyber Intelligence Sharing
and Protection Act. A common theme running through the corpus was how to balance

privacy and security (Fitzpatrick 2013a; Kelly 2013a; MacKinnon 2012).



44

Figure 7. Corpus Word Cloud.

Three additional word clouds were created to look at the difference in emphasis
among words depending on the source type. Originally, it was assumed there would be
more obvious differences between the source types due to the formality of mainstream
media and the more colloquial writing of the personal blogs. Tech blogs vary in writing
styles from formal to colloquial.

At first glance, they look very similar. This gave the sense that opinion across the
source types was homogeneous. The overall tone of the corpus suggested a lack of
support for the legislation, but no real proposals for alternatives. The mainstream media
cloud featured in Figure 8 tends to emphasize CISPA slightly less. The tech blog cloud in
Figure 9 emphasizes privacy a little more. To investigate the subtle differences further,
fourteen words were isolated and graphed (Figure 12). Seven words were angled toward
criticism including critics, freedom, liberties, privacy, problems, spying and surveillance.
Another seven words were angled toward support including attacks, cybersecurity,

solutions, support, terrorists and threats.
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Charts were normalized by dividing the total number of occurrences per word by
the total number of words per node. For each node, the isolated words had around a one
percent emphasis versus the total number of words. Normalization was necessary because
term frequency varied between the nodes based on the number of sources collected.
When left unmodified, the tech blog word count dominated the graphs.

Words that immediately stand out in the graph are privacy, attacks, cybersecurity,
and threats. Focusing on privacy, tech blogs used the word most frequently. This can be
attributed to a heightened awareness of privacy in the technology industry and close
connections with privacy advocates such as the Electronic Frontier Foundation and the
American Civil Liberties Union. Mentioned in one corpus document from the tech blog
node,

Privacy groups are adamant the information sharing called for by CISPA will

compromise Americans' online privacy, particularly if data is shared with military

organizations such as the National Security Agency or if companies are immune
from liability for privacy transgressions committed in the name of CISPA

(Fitzpatrick 2012, n. p.).

It is interesting to note that privacy occurs less frequently in personal blogs. This may be
due to a younger generation of internet users growing up without a sense of privacy.

Word pairs were generated to look more closely at dynamics. The first word pair
examined privacy against threats; privacy being a word the critics would use to discredit
CISPA and threats being used to emphasize the need for legislation like CISPA. Threats
were emphasized over privacy in the mainstream media node. This matched the original
prediction that mainstream media would frame CISPA differently to the general public.

In both the personal and tech blog nodes, privacy occurs more than threats, showing

greater concern for civil liberties rather than safety.
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The next pair considers the terms cybersecurity and terrorists. In all three nodes,
cybersecurity was emphasized over terrorists. CISPA has an undertone of protecting the
United States from terrorist cyber-attacks, which appears more in the legislation itself
than in the media corpus. Cybersecurity was emphasized most in the tech blog node.
Personal bloggers were slightly more concerned about the terrorists.

Term frequency was also compiled from the legislation. The documents included
bills for the Stop Online Piracy Act, the Protect Intellectual Property Act, and the Cyber
Intelligence Sharing and Protection Act in both its forms. Three word clouds were
created. The first cloud examines all four bills at once (Figure 12). Syntax and language
usage in the bills differ from the media corpus. Paragraph, section and subsection

dominate the cloud along with other legal jargon such as entity and pursuant.
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Figure 12. Legislation Word Cloud

Two additional word clouds were made to separate CISPA from SOPA and PIPA.

The SOPA and PIPA Word Cloud (Figure 13) shows an emphasis of words like
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intellectual, property, infringing, and domain, which make sense due to the strong focus

on intellectual property and piracy.
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Figure 13. SOPA and PIPA Word Cloud

The CISPA word cloud shares words with the media corpus including
cybersecurity and threat. The word private can be found on the left side of the cloud.
Because the legislation corpus was analyzed separately from the media corpus, the root
word for privacy is different. The word private is not as significant as the word threat.
Similar to the media clouds, the name of the bill, the Cyber Intelligence Sharing and

Protection Act, has influence over word dominance.
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Figure 14. CISPA Word Cloud
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Legislation corpus frequencies were then analyzed in comparison to the media
corpus frequencies in graph format (Figure 15). Frequencies were again normalized
against each node. As noted earlier, cybersecurity and threats are significantly dominant,
with threats occurring more. They make up between 20-30% of the Cyber Intelligence
Sharing and Protection Act. This is much more significant than the media corpus. The
words are insignificant when looking at the number of occurrences in the SOPA and
PIPA node. Cybersecurity is not mentioned, while the word “threats” hovers around less
than one percent.

Liberties and privacy were also isolated and compared against the other nodes.
The terms were never mentioned in the SOPA and PIPA node. For CISPA, they made up
over three percent of the bill. This is much more often than they occurred in the media
corpus. One complaint noted about the Cyber Intelligence Sharing and Protection Act
was that it may mention privacy, but it sets forth no obvious path toward maintaining

privacy (Finan 2013; Mullin 2013). The same might be said about liberties.

Discussion

While the methods are not without fault, it does show that there are subtle
differences in emphasis between the media types. For the media corpus, word clouds by
node may appear homogeneous to the naked eye suggesting a uniform criticism of
CISPA through the media. Isolating and pairing terms gives insight into subtle
differences. The most differences occurred when comparing the media corpus against the
legislation corpus.

Privacy is of most concern when looking at CISPA. Since September 11, 2001,

the Bush administration gave the NSA the power of surveillance by any means necessary
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in order to counter terrorism. The USA PATRIOT Act, provisions of which were
originally set to expire, has been extended, creating a surveillance state, violating the U.S.
Constitution on the basis of a culture of fear. With CISPA, Congress has attempted to
write legislation to legalize ongoing behavior of corporations and government agencies
on data collection practices that have been in place since the beginning of the ambiguous
War on Terror.

Since CISPA has passed the House of Representatives twice, it is the piece of
legislation to watch. It is already in its third incarnation, relabeled the Cyber Information
Sharing Act or CISA and put forth by the Senate Select Committee on Intelligence
(McNeal 2014). If it passes the Senate, the House of Representatives will most likely pass
it as well. President Obama has threatened to veto CISPA in the past (Hollister 2012;
Cheredar 2012; Fitzpatrick 2013b; Kelly 2013b). Recent authorization of trade
agreements with similar restrictions on internet activities and digital liberties shows the
susceptibility of such legislation being passed.

Term frequency analysis should be used in conjunction with other methodologies.
On its own, it only shows a limited view of the topic area. A thorough reading of the
corpus documents is necessary in order to gain a sense of context. Word trees could not
be used because of the number of documents in the corpus. The result of attempting to
create a word tree to show context of a word in a sentence created an incomprehensible
image. Future research could include a more complex form of coding. Sentiment analysis
software could also be explored to pick up on emotional leanings toward or against the
research topic. The corpus could be extended beyond articles, blog postings, and bills to

include social media and interviews.
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Conclusion

The internet is a disruptive technology. When it was introduced, it changed the
way people communicated in such a radical way that legislation has not been able to
catch up. Information was previously protected by intellectual property law due to the
limitations of the media carriers on which they were provided. Stone tablets can be
considered the oldest carrier format. In order to share or duplicate the information
provided on a stone tablet, it would have to be physically transported or recreated.
Eventually, carriers became lighter and easier to transport such as the use of scrolls and
eventually books, but the barrier to sharing and duplication remained the same. The
1960s invention of another disruptive technology, the Xerox Copy Machine, allowed for
the swift reproduction of print media. This made the unauthorized reproduction of
copyrighted material difficult to control.

Sound and video technology follows a similar timeline. The first sound recordings
were on wax records produced one at a time. The carrier for sound evolved over time
from the use of cylinders to wire, dictabelts, and the development of magnetic tape reels.
In 1958, a consumer version of the magnetic tape reel allowed for personal recording and
the replication of copyrighted audio material. The first videocassette recorder (VCR) also
utilized magnetic tape, which allowed for individuals to do the same with video materials
as they were doing with audio materials.

Computers brought about a new kind of digital media. Text, audio, and video
were compressed into file formats using bits and bytes, which could be exchanged over a
growing network: the World Wide Web. This brought a rise in instances of copyright

infringement as people who were unfamiliar with the details of the law began to copy and
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share information online. This prompted the U.S. government to establish internet policy,
which has been evolving to keep up with new innovations in technology.

The digital landscape can be examined using several methodologies either
individually or combined to create a larger picture. The combinations may be subjective.
Landscape studies are not an exact science. The interdisciplinary nature of digital
landscape studies means the tools of examination are infinite and left to the researchers’
abilities and interests. At this point in time, the internet cannot be analyzed all at once.
There are multiple dimensions to it, including a temporal dimension extending back
decades and occupying several petabytes of space.

Critical GIS and communications geography will continue to be affected by
advancement of technology. Many studies going on today rely heavily on open data, or
data made publicly available for scholarship and research. Surveillance can disrupt
intellectual freedom through censorship. Individuals fearing the tracking of their digital
movements may be inclined to share less, stunting the nature of the participatory web.

The Cyber Intelligence Sharing and Protection Act survived the House of
Representatives twice only to be tabled in the Senate. The bill has resurrected a third time
in the Senate under a slightly altered name, the Cyber Information Sharing Act or CISA
(McNeal 2014). If it gains Senate approval, the House of Representatives will likely
approve it as well. Whether or not it contains enough protection measures for the privacy
of internet users is left to be seen. Cybersecurity is of great concern globally to the
protection of digital assets. Legislation to strengthen the United States’ cybersecurity will

affect the legislation in other countries as well.
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Term Frequency Analysis in its most basic form is an indicator of the importance
of words that arise during the discussion of a topic. For the Cyber Intelligence Sharing
and Protection Act, the two main concerns have been and will continue to be privacy and
cybersecurity. The government wants to control information in the name of national
security. The public wants information to be free. The government wants to be able to
monitor the entire internet in order to secure the country against potential cyber threats.
The public wants its right to privacy.

The internet is a vast wealth of information. More sophisticated tool for the study
of the internet will develop as technology evolves. The digital landscape has become so
entwined with how people connect over the earth that it is hard to fathom a future
disconnected world. Technology will continue to advance and laws will need to progress

with it.
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